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ABSTRACT

We show how to embed a covert key exchange sub protocol within a
regular TLS 1.3 execution, generating a stealth key in addition to the
regular session keys. The idea, which has appeared in the literature
before, is to use the exchanged nonces to transport another key
value. Our contribution is to give a rigorous model and analysis
of the security of such embedded key exchanges, requiring that
the stealth key remains secure even if the regular key is under
adversarial control. Specifically for our stealth version of the TLS 1.3
protocol we show that this extra key is secure in this setting under
the common assumptions about the TLS protocol.

As an application of stealth key exchange we discuss sanitizable
channel protocols, where a designated party can partly access and
modify payload data in a channel protocol. This may be, for instance,
an intrusion detection system monitoring the incoming traffic for
malicious content and putting suspicious parts in quarantine. The
noteworthy feature, inherited from the stealth key exchange part,
is that the sender and receiver can use the extra key to still commu-
nicate securely and covertly within the sanitizable channel, e.g., by
pre-encrypting confidential parts and making only dedicated parts
available to the sanitizer. We discuss how such sanitizable channels
can be implemented with authenticated encryption schemes like
GCM or ChaChaPoly. In combination with our stealth key exchange
protocol, we thus derive a full-fledged sanitizable connection pro-
tocol, including key establishment, which perfectly complies with
regular TLS 1.3 traffic on the network level. We also assess the
potential effectiveness of the approach for the intrusion detection
system Snort.
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1 INTRODUCTION

Common key exchange protocols allow two parties to agree on a
session key. We investigate here the notion of stealth key exchange
where the parties can create another joint key, called the stealth
key, within an execution. The steps to generate this extra key are
embedded covertly into the regular execution, such that outsiders
remain oblivious if the stealth mode has been used or not. The de-
rived stealth key should be secure even if an adversarial parties gets
to know—or can even control— the regularly established session
key in such an execution.

1.1 The Approach

The idea of building stealth key exchange protocols relies on the
widespread deployment of nonces in key exchange protocols, e.g.,
in TLS 1.3 each party sends a random 256-bit value in the Hello
messages. In terms of security these nonces should ensure that
sessions are unique, but usually one does not need to assume any-
thing beyond this property. One can thus use these nonce values
to embed further useful information which can be used to derive
the additional stealth key. This idea already appears in several
anti-censorship protocols like Telex [60] and Decoy Routing [34].!

Let us concretely consider the TLS 1.3 key exchange in the
(EC)DHE mode with server authentication. For a simplified version
of this protocol see (the left part of) Figure 1. Besides the client and
server nonces N¢ and NG, the parties also run a Diffie-Hellman key
exchange protocol (over an elliptic curve), deriving a joint secret
g*Y from the parties’ shares g* and g¥. This secret g*Y is then used
in the key derivation step, applied to nonces N¢, Ng and additional
information.

The idea is now to embed suitable elliptic curve points for yet
another Diffie-Hellman key exchange in the TLS 1.3 nonces. Specif-
ically, both parties on top generate another Diffie-Hellman key g%
by embedding their corresponding shares g¢ and ¢? into the nonces
Nc and Ng. The stealth key is then computed as in the original
protocol, but by swapping the role of the Diffie-Hellman values
and the nonces. That is, the stealth key is now derived via the key
derivation function, applied to the secret g% for “nonces” ¢g* and
g¥ (and the other data). See the right part of Figure 1.

The final step is to make sure that the embedding of the extra
Diffie-Hellman values remains hidden. Here we use the Elligator

'We give a comprehensive comparison to related works in Section 2, after having
discussed the main ideas.
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proposal of Bernstein et al. [8] which allows to efficiently create
elliptic curve points which are statistically indistinguishable from
uniform bit strings. We discuss the exact embedding algorithms
within. Once this is accomplished, we have implemented the stealth-
iness.

1.2 Applications

We briefly discuss here some applications of stealth key exchange.
The applications partly also serve as a motivation for our security
model in the next subsection. We remark once more that we discuss
related concepts in more detail in Section 2.

The first application is a weak form of deniable communication.
Since the stealth mode cannot be distinguished from an actual key
exchange execution, an outsider cannot know if the parties have
agreed on the extra key. If now the parties use this key to encrypt
the communication upfront, before pushing it through the channel
secured by the actual session key, then they can claim to have sent
random data.

Another application is to reduce the trust in Trusted Execution
Environments (TEEs). Such environments nowadays usually sup-
port, among others, the generation, storage, and computation of
Diffie-Hellman keys. Hence, when used within a protocol like TLS,
the user may hope to benefit from the additional security guaran-
tees of the TEE (albeit the security of such TEEs may be weaker
than expected, e.g., see [11] for a discussion for TrustZone, for in-
stance). When using the TEE, however, the user remains oblivious
about how the Diffie-Hellman keys are generated or stored within
the TEE, or even if they are leaked, opening up the possibility of
key escrow. With a stealth key exchange the users may generate
the additional stealth key and pre-encrypt transmitted data under
that key. In this sense the user profits from a “good” TEEs and, at
the same time, reduces the risk for a “bad” TEE.2

A third example where stealth key exchange may be useful is
malware detection for TLS-encrypted communication. So far, one
had to share the session key with the middlebox (e.g., an intrusion
detection system) in order to allow scanning for potential threats.
The sharing of ad-hoc session keys is a challenging problem in itself,
but so far practical approaches follow an all-or-nothing principle:
either the middlebox has access to the entire communication or no
access at all. The stealth key exchange would allow the users to use
the extra stealth key to pre-encrypt parts of the communication and
only give the middlebox access to other parts. And it remains up to
the users to decide which parts remain end-to-end encrypted. We
note that the actual implementation of this idea is far from trivial
and presented in brief in Section 6 and more comprehensively in
the full version [26], with a closer look at the potential integration
into the intrusion detection system Snort in Section 7.

1.3 Security of Stealth Key Exchange

We next discuss what kind of security properties we expect from
stealth key exchange protocols. This has previously not been cap-
tured rigorously, according to common security models for key
exchange. Intuitively, there are two relevant properties. First, we
demand that the stealth key is confidential, even if the session key

ZNote that our approach uses the random nonces to establish the stealth key. Hence, at
least the nonce generation cannot be outsourced to the TEE and its random generator.
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derived in the same execution is disclosed, or, following the TEE
application example, even if the adversary gets to influence the
session key. Confidentiality of the stealth key here refers to the
common notion of indistinguishability from random. We also as-
sume, vice versa, that the session key remains secure if the stealth
key is revealed. The second property of a stealth key exchange is
that one cannot tell apart executions in which a stealth key is gener-
ated from those running merely a regular key exchange execution.
This hides the fact whether a stealth key has been agreed upon or
not.

We give a security definition in the game-based style of Bellare
and Rogaway [5], capturing potential correlations between the
session key, the stealth key, and the stealthiness of the execution.
That is, classical key exchange protocols define confidentiality of
the session key via a secret challenge bit b, determining if the
adversary gets to learn the session key (b = 0) or a random string
instead (b = 1) in a challenge. The task of the adversary is to predict
the bit b. For our security definition we use the same challenge bit
b to seize all secrecy properties simultaneously: If the bit b is 0 then
we let the parties run in stealth mode, and also hand the adversary
the session key resp. the stealth key if requested. If, on the other
hand, the bit b is 1, then the parties run in regular mode, and if
the adversary asks to be challenged about a key then we return a
random (session or stealth) key instead.

We note that the security model with its session-centric view
of one party’s communication in an execution introduces some
interesting effect for the stealthiness. That is, a party may start in
stealth mode, with the goal of establishing another key, whereas
the intended communication partner does not and instead runs in
regular mode. Unless the two parties have already established a
shared secret before, they cannot secretly coordinate if they both
want to run in stealth mode when the key exchange begins. They
can learn this after completion of the key exchange protocol, of
course, for example, by trying to use the extra key.

1.4 Stealth TLS 1.3

We next prove that the stealth version of TLS 1.3 satisfies the strong
security guarantees of a stealth key exchange protocol, when us-
ing an appropriate embedding. For the nonce embeddings we use
Elligator 2 for Curve25519 [8], since Curve25519 is also one of the
recommended elliptic curves for TLS 1.3. Hence, our security proof
shows that the Elligator embedding allows to derive a stealth key
which is as secure as the regular TLS channel key (for Curve25519),
and remains secure if the session key is leaked or even determined
by the adversary. In other words, deriving another fresh key within
a given TLS 1.3 is possible, and the fact that this extra key is derived
cannot be spotted from the outside.

One could argue that stealth key exchange does not improve over
the trivial solution to run another execution with the partner, say,
another TLS 1.3 exchange, to generate yet another key. However,
such extra executions may be easy to detect and may be prohibited,
e.g., for political reasons. The stealth key exchange mode, on the
other hand, goes undetected. Another difference lies in the avail-
ability of the secret to authorized parties. If a government enforces
key escrow for any connection, then simply running two instances
would not allow to create a key shared only by the communication
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Figure 1: Simplified version of TLS 1.3 (left) and stealth mode (right).

partners. We note that our intrusion detection system case displays
an example where (partial) access to the data may be desired. Re-
markably, the embedding technique can be used to provide such a
trade-off. Finally, and this depends on the embedding and the proto-
col, the stealth mode may be faster than two executions, especially
in terms of latency.

1.5 Sanitizable Channel Protocols

As a concrete application of the stealth version of TLS 1.3 we show
how to lift the mode to accomplish (controlled) sanitization for a
TLS 1.3 channel. Going back to the intrusion detection example, we
let the sender and receiver run the stealth key exchange protocol,
agreeing on the stealth key for establishing an end-to-end protected
connection, and letting the receiver use a static Diffie-Hellman part
shared with the detection system. The latter implies that detection
system, also called sanitizer, and receiver and sender all share the
regular session key of the connection. We note that the static Diffie-
Hellman share demolishes forward secrecy of the regular key, but
our security proof shows that the stealth key is nonetheless forward
secure.

The idea is now to let the sender and receiver use the stealth
key to conceal information from the sanitizer, protecting the inner
data mgec with the stealth key to derive an inner ciphertext csec.
Then the sender inserts this inner ciphertext csec together with the
accessible part myj,i, of the message through the regular channel
protocol for the session key. This allows the sanitizer to check for
the plain part only, hiding the mgec-part from the sanitizer. In fact,
we use a more fine-grained distinction into secure, confidential,
authenticated, and plain message parts.

We show the above approach is secure if the underlying authen-
ticated encryption scheme is secure, in a suitable model for sanitiz-
able channels. We emphasize that the final ciphertexts are slightly
longer than if encrypting msec and my|ajn directly, because the inner
ciphertext csec also includes an authentication tag. Nonetheless,
when using either of the two suggested authenticated encryption
methods in TLS 1.3, GCM or ChaChaPoly, the final ciphertext is a
legitimate ciphertext according to TLS 1.3 standards. Thus, when

2903

executing the stealth key exchange protocol together with the sani-
tizable channel, this perfectly complies with the TLS 1.3 standard
on the network level.

An interesting feature for the sanitizable channel protocol is
that we can preserve the stealthiness from the key exchange to the
channel protocol. This means that even the sanitizer cannot know
if the sender and receiver actually exchange additional messages
in the inner ciphertext. For this we use a common property of
the authenticated encryption schemes, namely, that one cannot
distinguish actual ciphertexts created with the secret key from
random bits. Our security model will capture this stealth property
of the sanitizable channel, such that our TLS 1.3 based solution,
shown secure in this model, also provides this extra feature.

We finally discuss how our sanitizable channel protocol could
be integrated into a network intrusion detection system like the
open-source program Snort. Snort comes with a predefined set of
rules for checking network traffic, of which roughly half touch
upon HTTP traffic. Suppose we grant Snort, as the sanitizer, access
to HTTP meta-information like the header data by putting these
data in the accessible part mp|,in, but hide the actual HTTP content
from Snort in the inner ciphertext csec. Then we can still cover a
vast majority of all HT TP-related rules in Snort but now work over
encrypted communication.

2 RELATED WORK

Our result relies on several ideas and techniques appearing in the
literature. We discuss here —and delineate from— the most relevant
works.

2.1 Steganography

Stealth key exchange is related to steganographic techniques in
cryptography which can be traced back to Simmons’ work about the
prisoner’s problem [53]. The case of public-key steganography has
been studied extensively, starting with the initial idea mentioned
in [1, 12] to the first formalization by von Ahn and Hopper [56].
Several other works focusing on steganographic techniques for
public-key encryption followed, e.g., [4, 6, 32, 39]. We note that
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only the work by von Ahn and Hopper [56] discusses key exchange
but merely for passive adversaries; all other works in this realm
consider encryption.

The most important difference to our setting here is that stegano-
graphic schemes embed a message into a regular communication,
whereas stealth key exchange “only” aims to generate an extra key.
This may sound like a subtle difference but has crucial consequences
for the design. Steganographic schemes often embed bits of the
message via rejection sampling [4], such that for transmitting each
bit covertly many samples and one ciphertext are necessary. In fact,
Dedic et al. [20] show that an exponential number of samples is re-
quired unless one exploits specifics of the communication channel.
We can bypass the lower bounds since we are only interested in
the partners agreeing on an additional secret key.

2.2 Embeddings

The idea of embedding elliptic curve points as bit strings in an
indistinguishable way dates back to Méller [43]. In his solution,
he uses the fact that the x-coordinate of the point either denotes
a valid curve point or a valid point on the twist. This allows to
represent public keys as random strings. Moéller’s idea has been
used in StegoToros [58] to include stegographic techniques in TOR.

The most widely used embedding today is the Elligator approach
of Bernstein et al. [8]. It comes in two flavors, Elligator 1 and
Elligator 2. Elligator 1 is based on an approach by Fouque et al. [28]
and works for some elliptic curves. Elligator 2 is more general and
in particular works with Curve25519 one of the options in TLS 1.3
for elliptic curves. This is why we use Elligator 2 here. We also
remark that Bernstein et al. [8] discuss issues with the covertness
of other elliptic curves available in TLS 1.3, especially with NIST’s
curve P-256 which may not easily yield almost uniform bit strings.
The reason is basically that the order of curve P-256 is not suffi-
ciently close to a power of 2.

Tibouchi [55] presents an improvement for Elligator, denoted as
Elligator Squared, which overcomes the issue of repeated sampling
to find a suitable curve point and may thus be less vulnerable
against time-based side channels. Aranha et al. [2] further improve
the efficiency for Elligator Squared. Unfortunately, the size of the
embedded bit string in Elligator Squared is twice as large as in the
Elligator case, such that we could not embed it easily into the 256-
bit nonce in TLS 1.3 for the same security level. That is, we had
to use a 128-bit curve instead, which provided at most 64 bits of
security.

2.3 Analyses of TLS 1.3

TLS 1.3 [50] has been developed between 2014 and 2018 by the
IETF. The process has been accompanied by a number of scientific
analyses during the standardization, both cryptographically [23, 36,
37] as well as by formal methods and symbolic analyses [9, 10, 13,
14, 21]. The most relevant analysis for us here is the one in [23]
(see also [24] for an updated version) as it uses a similar security
model (but in the multi-stage setting). Noteworthy, since we give a
reduction to the security of the basic TLS 1.3 protocol, the latest
results about tight security proofs of TLS 1.3 [17, 22] immediately
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transfer to our setting. Note that we do not investigate the pre-
shared key mode of TLS 1.3 such that corresponding tightness
results as in [16] do not apply to our setting here.

For the sanitizable channel protocol we use that GCM is a se-
cure authenticated encryption scheme with associated data (AEAD)
when used with a pseudorandom permutation [42] like AES in
TLS 1.3. The same holds for the composition of ChaCha20 and
poly1305 [48], assuming ChaCha20 is pseudorandom and poly1305
is a universal hash function. In our security proof we use additional
common properties of such AEAD schemes, namely, that cipher-
texts cannot be distinguished from random and that the length of
the ciphertext can be deduced from the length of the input message.
Both AEAD schemes used in TLS 1.3 satisfy these properties (under
the aforementioned assumptions).

2.4 Middleboxes

It is well known that end-to-end encrypted payload and packet
inspection by middleboxes are usually irreconcilable. Clearly, the
privacy requirements of the users are very important. However,
De Carné de Carnavalet and van Oorschot [19] give an overview
over cases where accessing secured data may still be desirable. This
includes legal reasons like lawful interception or fraud detection,
security reasons like malware download protection or intrusion
detection, performance reasons like caching and compression, and
other reasons like parental control. Note that some cases are even
in the interest of the end users.

A simple solution is to make sure that the middlebox has access
to the channel key such it can access the payload in clear. In pre-
vious TLS versions this could be implemented relatively smoothly
by using static keys in the key exchange, for which the middlebox
knows the secret keys. But this, of course, sacrifices forward se-
curity and was one of the reasons to forgo this option in TLS 1.3.
Nonetheless, Green et al. [30] describe a TLS 1.3 variant with static
keys to resurrect accessibility, at the cost of forward secrecy.

Another option is to split the end-to-end connection into two
connections, one from each user to the middlebox. However, De
Carné de Carnavalet and Mannan [18] point out potential vulner-
abilities due to sloppy certificate checks of middleboxes. Other
potential vulnerabilities are unwanted modifications of the con-
tent or defaulting to weak cryptography due to the middleboxes.
The middlebox-aware TLS protocol maTLS [40] attenuates this by
introducing auditable middleboxes, yet still breaking end-to-end
security.

More sophisticated alternatives for the middlebox problem are
the BlindBox protocol [52] and the recently proposed concept of
zero-knowledge middleboxes (ZKMB) [31]. In the (most basic ver-
sion of the) BlindBox protocol the sender sends encrypted tokens
in addition to the protected communication, secured under a to-
ken key derived also from the channel key. The middlebox holds
a (secret) set of detection rules in form of keywords. The client
provides the middlebox at the beginning of the connection with
the encrypted versions of the keywords such that detection is pos-
sible. This is done obliviously, without revealing the token key. The
overhead of the cryptographic operations make BlindBox an order
of magnitude slower than original connections.
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As pointed out by the authors of the ZKMB solution [31] the
issue with BlindBox is that it modifies the actual connection proto-
col. Preserving the protocol structure is an important compatibility
property. The ZKMB protocol overcomes this limitation for showing
policy compliance. The idea is that the client and server establish a
regular connection, and the client proves in zero-knowledge to the
middlebox that the encrypted payload obeys certain rules. Hence,
the client-server connection entirely runs the original connection
protocol. Relying on recent progress in efficient zero-knowledge
proofs the overhead for long-lived connections is only a few mil-
liseconds. For regular TLS connections the overhead in terms of
time and storage for precomputations is still significant, though.

Our stealth TLS 1.3 variant comes close in spirit to the multi-
context TLS (mcTLS) solution [44]. In mcTLS the parties generate
an end-to-end TLS connection but, at the same time, each party
also establishes a connection with the middlebox. This results in
different symmetric keys, one shared between the end points, and
one shared between each party and the middle box. The different
keys can now be used to protect the payload in such a way that
the middlebox is able to access data encrypted with the key shared
with the sending party, called context encryption in [44].

Our solution for middleboxes follows the same idea of using con-
text encryption, but has several advantages. First, our solution does
not need to modify the TLS 1.3 protocol on the outer layer; only
the pre-encryption the inner data inreases the length of the outer
encryption (which remains a valid channel encryption). This is an
important compatibility property accomplished with the ZKMB pro-
tocol [31]. Second, and related to the necessary but not necessarily
sufficient compatibility property, we achieve stealthiness (almost)
for free. Third, mcTLS puts additional trust in the middlebox in
terms of certificate verifications.

Finally, let us remark that the BlindBox solution and especially
the ZKMB protocol have an advantage in terms of flexibility and
security over our approach. Both protocols support checking of
general properties which are hidden from the middlebox. In con-
trast, our solution only allows for context encryption, dividing the
payload coarsely into visible and protected parts. In addition, the
deployment of the (semi-)static keys diminishes forward secrecy.
In return, our solution blends in easily into the existing protocol
and does not require any modifications on the network layer.

2.5 Anti-censorship

Closely related to the issue of middleboxes in secure connections
is the question of anti-censorhsip. The idea of using covert data
to prevent censorship has been put forward in several works be-
fore, and some approaches share some of the techniques used here.
Arguably, the most prominent examples in this regard are Telex
[60], Cirripede [33], and Decoy Routing [34]. All three approaches
are based on similar principles, but differ in details. The idea is
to have a client in a TLS connection covertly trigger a dedicated
decoy server on the path to the actual server. This allows to bypass
censorship since the decoy server, once alerted, will contact the
server on behalf of the client and relay the communication. In order
to do so, the client and the decoy server need to be establish a joint
secret which the client uses in the connection to the actual server
and which is thus known to the decoy server. The approaches differ
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in the way how the decoy server is triggered and how the joint
secret between client and decoy server is computed.

Both Telex and Decoy Routing let the client embed a secret tag
into nonce in a TLS connection. Specifically, the client holds a public
key ¢* of the decoy server and embeds g"|H(g"®) in the nonce for
randomness r, hash function H, and a (short) Diffie-Hellman key
g"%. The decoy server is able to detect that the second half equals
the hash while outsiders should not be able to distinguish the cases.
The client is then supposed to use KDF(g"®) as the secret in the key
establishment with the server, such that the decoy server also holds
the session key. We note that the follow-up design of TapDance
[59] explicitly uses Elligator 2 for the embedding.

Decoy Routing [34] also uses the nonce in the client hello mes-
sage to trigger a special event, but relies on a pre-shared secret
between client and station to embed the tag via HMAC. It also
uses this pre-shared secret to agree on the client’s secret in the
connection. On the other hand, Cirripede [33] once more uses the
Diffie-Hellman based approach, but uses a pre-shared secret during
registration to ensure that client and decoy server know the same
connection secret.

The main difference to our work here is that all the aforemen-
tioned approaches are mainly interested in the covertness to by-
pass censorship. In contrast, we are interested in the (combined)
stealthiness and key secrecy in an end-to-end connection, albeit
our application examples show that third parties can get involved
if desired. Another difference is that we provide a rigorous cryp-
tographic analysis of the achieved properties. The final point is
that we work with TLS 1.3 whereas the earlier proposals of course
considered earlier versions.

2.6 Anamorphic Encryption

Recently, Persiano et al. [47] introduced the notion of anamorphic
public-key encryption. The idea is to allow the sender and receiver
covertly transmit information, even if an observer gets to determine
the message to be sent, and gets access to the secret key of the re-
cipient. Their approach is to have an additional insdistinguishable
key generation algorithm which, on top of the public and secret
key, outputs another special key, the double key. When sharing this
double key with the sender, the two parties can covertly commu-
nicate. Persiano et al. [47] give constructions based on rejection
sampling and based on the Naor-Yung paradigm. In [38] the idea
was extended to signature schemes.

Anamorphic encryption, like the approach of embedding infor-
mation into nonces, displays similar ideas to covertly communicate
in the presence of observers. There are, nonetheless, major differ-
ences between our work and anamorphic encryption. At foremost,
we work in the domain of key exchange, implicitly solving the ques-
tion on how the stealth (or, double) key is securely shared between
sender and receiver. Then, our solution even works in the setting
where the observer chooses the ephemeral secrets on the receiver’s
side (cf. the TEE example), whereas in anamorphic public-key en-
cryption the receiver presents a suitable secret key to the observer.
A disadvantage of our solution is that, when referring to communi-
cation of data, our embedding of the covertly sent messages in the
channel protocol increases the length of the ciphertext, such that
we can hardly hide the fact that we are using a scheme with allows
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for covert communication. In contrast, in anamorphic encryption
the “anomorphic” ciphertexts are indistinguishable from the ones
of a given innocuous system.

2.7 Sanitizable Cryptography

The notion of sanitizable signature schemes has been introduced by
Ateniese et al. [3]. Such schemes allow a designated party, called the
sanitizer, to modify a signed message according to some predefined
rule, such that authenticity of the derived message is still verifiable.
We lift here this idea to channel protocols. As the intrusion detection
system in our setting plays the role of the designated party being
able to make admissible changes to the payload, we use the term
sanitizable channel here.

Many works in the area of sanitizable cryptography nowadays
focus on signature schemes, with only a few exceptions. One is
the work by Fehr and Fischlin [25] which covers sanitizable sign-
cryption schemes. Such schemes combine (public-key) encryption
with signatures, making sure that the sanitizer does not learn the
original message when sanitizing the signature, nor possibly even
the resulting sanitized message. The work does not investigate
symmetric-key channel protocols.

Access control encryption, introduced by Damgard et al. [15]
and subsequently extended by [29, 35, 57], also involves a sanitizer
which ensures that only admissible information can be passed from
senders to receivers. Access control encryption rather implements
the classical access control requirements (like the no-read rule and
the no-write rule) and moreover aims to provide anonymity. All
of the aforementioned solutions are geared towards public-key
cryptography and indeed use public-key operations to achieve the
security properties. Neither of the works looks into real-world chan-
nel protocols with a single sender and receiver sharing a symmetric
key.

2.8 Other Notions of Stealth Key Exchange

The term “stealth” has been used in connection with key exchange
before, yet with different meanings. Rafat [49] explicitly used the
term stealth key exchange in order to describe a (plain) Diffie-
Hellman key exchange executed over a seemingly covert channel,
such as a frequently changing web site. In a sense, this means to
execute a key exchange protocol over a steganographic communi-
cation channel. Patgiri and Muppalaneni [46] propose an (unau-
thenticated) key exchange protocol, called Stealth, which runs four
Diffie-Hellman key exchanges and uses these keys to encrypt mes-
sages in a nested but unauthenticated form. Neither of the proposals
aims at embedding another key in an existing key exchange proto-
col execution, nor provides a formal security analysis.

3 SECURITY MODEL FOR STEALTH KEY
EXCHANGE

We start by presenting the security model for stealth key exchange.
We follow the classical game-based model of Bellare and Rogaway
[5]. We only consider the single-stage setting where the parties
agree on a single session key upon termination of the key exchange
phase. TLS 1.3, in contrast, is a so-called multi-stage protocol [27]
in which several keys are derived —and possibly deployed— during
the key exchange phase.
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We assume that we are given a two-party key exchange protocol
I1. The protocol should be correct in the sense that, if two parties
faithfully execute the protocol then they derive the same session
key. We capture this more liberally by demanding that in such
an execution the two parties output the same session identifier
sid which identifies connected sessions. The choice of sid is part
of the protocol description. We will later stipulate as a security
requirement that identical session identifiers sid also imply identical
session keys.

3.1 Attack Model

We assume a set of user identities U, each user u being equipped
with a key pair (sk,, pk,) generated at the outset of the attack,
together with a valid certificate cert, containing the public key pk,,.
We assume that algorithm KGen is used to create each certified key
pair. The certificates and thus also the public keys are known to the
adversary. Let C be an initially empty set of corrupt users. If the
adversary later corrupts a user id € U then id is added to C. We
note in the initialization of a session we allow a party’s identity to
be set to *, indicating that this party does not authenticate towards
the other party. The understanding here is that * matches any entry
from U, i.e., id = = for any id € YU and also * = *.

There is also a global bit b for defining security, chosen randomly
at the outset and hidden from the adversary. This bit determines
if the adversary gets to see the actual (session or stealth) key or
a random value. Here, we assume that the session key and the
stealth key are chosen according to some efficient distributions
Dregular €8P- Dstealth- The bit also decides if to run in stealth or
regular mode, for sessions where the adversary does not explicitly
determine the choice.

Sessions capture the state of a communicating party within the
key exchange protocols. They are described by a tuple

(label, owner, party, partner, role, mode, state, sid,

key, stkey, isTested, isRevealed, isCorrPrtner),

where label is a unique administrative identifier, owner is a user
identity, party and partner are the user identities indicating the
intended communication partners (with party € {owner, x}, where
party = * or partner = x denotes that the party does not au-
thenticate), role € {initiator, responder} describes the role of the
session, mode € {regular,stealth} describes the mode, state €
{accept, reject, running} the status of the execution, sid the session
identifier (initialized to L and set upon acceptance), key the session
key (initialized to L and set upon acceptance), stkey the stealth key
(initialized to L and set upon acceptance in mode stealth), Boolean
values isTested and isRevealed (with sub types regular and stealth,
all four entries set to false in the beginning), and Boolean value
isCorrPrtner initialized to false. We sometimes write label.owner,
label.partner etc. for the corresponding entries in the tuple for the
unique identifier label.

The adversary can communicate with each session and change
its status through oracle queries. We highlight here two important
aspects related to the stealthiness. One is that the adversary can,
upon initializing a session, determine the mode, i.e., if the session
should execute a regular protocol execution or run in stealth mode.
But we also allow the adversary to leave this entry unspecified,
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in which case we assign the mode according to the challenge bit
b. We then need to prevent trivial attacks in which the adversary
checks (via Test or Reveal queries) if there exists a stealth key or
not, thereby learning the secret bit b.

The other important point refers to the independence of the
stealth key from the session key. Since we want the stealth key
to be confidential even if the adversary has control over the cryp-
tographic secrets for the regular key exchange part (cf. the TEE
example), we also admit the adversary to optionally provide the
ephemeral and long-term secrets upon session initialization. If the
adversary chooses to do so, then the session key is marked as re-
vealed, but the stealth key can still be tested. We can also view this
as a possibility to disclose the secrets for deniability reasons, but
still be able to use the stealth key securely. Like session identifiers
the precise definition of this auxiliary data is part of the protocol de-
scription, potentially also causing the protocol to abort immediately
if aux is not sound.

Init (owner, party, partner, role, [mode] , [aux]):  Initializes a

session for user owner € U, with party € {owner, *}, with
intended partner partner € U U {*}, role, and if the optional
argument mode is presented, in the corresponding mode. If
no mode is determined then we use mode « regularifb =0
and mode « stealth if b = 1. In this case, i.e., if no mode
argument is passed on, we also set isRevealed.stealth «
true; else we still let isRevealed.stealth « false. This is to
prevent trivial attacks on the bit b by testing for the existence
of a stealth key if no mode value is given.
Also set state «— running, sid < key « stkey « L and
isTested.regular « isTested.stealth « isRevealed.regular
« false. If partner € C is corrupt then mark the entry
isCorrPrtner « true, else isCorrPrtner < false. Generate
a new identifier label and store the passed values in the
corresponding entries of the tuple. If the optional argument
aux is present then the party will use this value in the regular
session as auxiliary input, but we set isRevealed.regular «
true; if no value aux is passed then the party follows the
protocol description. Returns label to the adversary.

Send (label, m): Sends protocol message m to the session with
label. Here, m may be empty if the session owner is the
initiator and should start sending the first message. If the
session label accepts when processing the incoming message
and changes to state state «<— accept, then label.sid must be
set according to the protocol description to a value different
from L. In this case, the session must also set a session key
label.key and, if run in stealth mode, label.mode = stealth,
also a stealth key label.stkey.

Corrupt (id): Takes as input a user identity id and returns sk;4.
Sets in all running sessions label.state = running with this
intended partner label.partner = id the corruption entry
label.isCorrPrtner < true. Note that completed sessions
are not affected, in order to implement forward secrecy.

Reveal (label, mode): Takes as input a session label and a re-
quested mode. If the session has not accepted, label.state #
accept, or has been revealed before, label.isRevealed.mode =
true, then immediately return L. Else, if the adversary wants
to learn the session key, mode = regular, then return key
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and set label.isRevealed.regular « true. If the adversary
requests the stealth key, mode = stealth, and the session
has been run in stealth mode, label.mode = stealth, then re-
turn the stealth key stkey and set label.isRevealed.stealth «
true. In any other case return L.

Test (label, mode): Takes as input a session label and a requested
mode. If the key has been tested before, label.isTested.mode =
true, or the session has not accepted, label.state # accept,
then immediately return L. Else, if b = 1 then return the ses-
sion key key (if mode = regular) resp. the stealth key stkey
(if mode = stealth), where potentially stkey = L.Ifb = 0, on
the other hand, pick a random key k «$ D,;,ode and return
k. In either case, b = 0 or b = 1, set label.isTested.mode «—
true.

We assume that the adversary eventually stops and outputs a
guess b* for b. We denote by Exp?’;[KI]]3 KGen. s e above experiment
of adversary A against the key exchénge i)rotocol I1, in which one
first creates the certified keys for the users in U via algorithm KGen,
and picks a challenge bit b <« {0, 1}, and then lets the adversary
interact with the oracles as specified above.

3.2 Security Requirements

We follow the common security notions for session matching and
key secrecy. The matching property says that identical session
identifiers imply identical keys. Note that for stealth keys this can
only hold if both parties were running in stealth mode. Uniqueness
refers to the fact that at most two sessions should be partnered.
The opposite role property states that in two partnered sessions
one party takes the role of the initiator and the other party the
role of the responder. Authentication says that partnered sessions
point to the same intended partner. Note that here we use that
* matches any identity from U (and = itself) by definition, such
that unauthenticated parties always obey this property. We remark
that our session matching coincides with the notion in [24] when
considering only single-stage security for the final keys.

Definition 3.1 (Session Matching). LetII be a stealth key exchange

protocol for users U and key generation algorithm KGen, and A
StKey

AJLKGen, U
denote the event that any of the four following

be an adversary. Consider experiment Exp as above.

Match
Let EXP 21 kGen, s

properties is violated during the execution of the experiment:

Matching Keys: For any acceptingsessions label, label” with
label.sid = label’.sid # L we have label.key = label.key’ #
1 and, furthermore, if label.mode = label’.mode = stealth,
then also label.stkey = label’.stkey # L.

Uniqueness: There do not exist three distinct acceptingses-
sions label, label’, label”” such that label.sid = label’.sid =
label”” .sid # L.

Opposite Roles: There do not exist distinct accepting ses-
sions label, [abel” such that label.sid = label’.sid # L but
label.role = label”.role.

Authentication: For any distinct accepting sessions label, label’
with label.sid = label’.sid # L we have that label.party =
label”.partner as well as label.partner = label’.party.
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For the common asymptotic security notions we demand that
for any efficient adversary A the probability of Exph;fﬁc,}]l«;en’,u is
negligible.

Since we subsume both key secrecy and the indistinguishability
of regular and stealth executions under one notion, we rather call
the combined property indistinguishability. This property says that
the adversary cannot predict the challenge bit b significantly better
than guessing. For this, we need to exclude some trivial attacks,
though. The first two properties say that a tested key in a session
cannot be revealed, and that the tested key cannot be revealed
or tested in a partnered session. Recall that excluding testing on
both sides is usually an admissible strategy, since the adversary can
already deduce the response for the second test itself, as partnering
is usually publicly verifiable.

The third property captures cases where the adversary could
already know a tested key trivially. This can either be because the
partner is not authenticated (partner = x) or if the partner has been
corrupted before the session has been completed (isCorrPrtner =
true). Recall that, if the adversary corrupts the partner of a session
after completion, then the isCorrPrtner predicate is not set. This
ensures forward secrecy. To strengthen the notion, we even allow
corrupt or unauthenticated partners if the session has been involved
in an genuine execution run exclusively by the honest instance of
the partner, i.e., if there is another session label” partnered with the
tested session.

Definition 3.2 (Indistinguishability). Let II be a stealth key ex-

change protocol for users U and key generation algorithm KGen,
StKey

AJLKGen, U as
StKey
ATLKGen, " 9€

noted as event Epr;{dH KGen U being equal to 1, if b* = b and, in

and A be an adversary. Consider experiment Exp

above. The adversary A wins the experiment Exp

addition, all the following points are satisfied:

No Reveal nor Test for the same key: For any accepting ses-
sion label and any mode € {regular, stealth}, if we have
label.isTested.mode = true then label.isRevealed.mode =
false.

No Reveal nor Test on partner for tested key: For any ac-
cepting session label and any mode € {regular, stealth}
with label.isTested.mode = true there does not exist a ses-
sion label’ # label with label.sid = label’.sid such that
label’ .isRevealed.mode = true or label’.isTested.mode
true (or both).

No tested key with unauthenticated or corrupt partner
(unless there is a matching honest session): For any ac-
cepting session label and any mode € {regular, stealth} such
that label.isTested.mode = true, either label.partner # =
and label.isCorrPrtner = false, or there exists an accepting
session label” # label with label.sid = label’ sid.

In the usual asymptotic notation we would now demand that the
protocol II provides indistinguishability (for U and KGen) if for

Ind returning

any efficient adversary the probability of Exp ATLKGen U

1 is at most negligibly above %
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4 STEALTH TLS VERSION

We next describe our stealth version of TLS 1.3, called sTeal$, and
prove it to be secure. For this we assume that the client and server
use an elliptic curve for the Diffie-Hellman steps which supports
efficient embeddings. As a concrete example, the parties may use
Curve25519 with Elligator 2 as explained in Section 4.2. The security
proof appears in the full version [26].

4.1 Protocol Description

We describe here the the case of both parties running either in
regular or in stealth mode. If only one party runs in stealth mode
it still tries to compute the stealth key as described within, and
will succeed with overwhelming probability to compute another
key—although the other party does not hold the stealth key.

The protocol follows the idea outlined in the introduction. In
regular mode it executes a (EC)DHE-variant of the TLS 1.3 protocol
with optional authentication of the parties. The protocol starts with
the parties computing the early secrets (keyy ;4> keYcets> K€Yeems)
from the pre-shared key (preset to 0 for the (EC)DHE case). Since
we are only interested in the the stealthiness of the final traffic
application keys (for client and server), denoted as key_,;s and
key,,ts in the protocol, we assume that all intermediate keys are
made immediately available to the adversary (which can be formally
implemented in multi-stage settings via a Reveal query).

The actual protocol execution start with the client sending a
client hello message CH, which includes a 256-bit nonce N¢, and a
client key share CKS carrying a Diffie-Hellman contribution ¢g*. In
the regular mode the client picks the nonce N¢ randomly, whereas
in stealth mode N¢ is the embedding of another Diffie-Hellman
share g%. We note that some mild restrictions on g¢ apply, i.e., it
must be suitable for the embedding (see Section 4.2). We write a <
Eg for the sampling according to this restriction. The server answers
accordingly with the server hello SH and (random or embedded)
Nonce Ng and server key share SKS with value g¥. We remark that,
formally, the key share messages are part of the hello messages but
it is convenient for us to make them explicit. We also require that
Diffie-Hellman shares like g* and g¥ can be represented with 256
bits, as is the case for example for Curve25519.

The authentication is done via signatures oc on the client side
resp. gs on the server side for the data exchanged so far. When
sending this signature in the client certificate verify message CCV
the client also includes the certificate in the CCERT message. Anal-
ogously for the server (which goes first to save a round trip). We
note that we assume that the other party checks the signature and
the certificate, and also that the certificate identity matches the
pre-specified peer identity. These messages are protected under the
handshake traffic secrets of the client (key () and server (keygpys),
respectively. Once more we assume that these intermediate keys
are handed to the adversary, such that we can in particular decrypt
the actually exchanged protocol messages.

The parties also use message authentication keys keycpry and
keygpry to compute a MAC over the communication data. Unlike
the signature step this part is mandatory. However, remarkably it
does not serve a basic security purpose for the security of the keys
[24]. In particular, we again assume that the keys, derived from the
handshake secrets are available to the adversary.
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The final step is to compute the session key key, given by the
client application traffic secret key .. and the server application
traffic secret keyg, . The additional exporter master secret keygs
and resumption master secret key, ., are once more irrelevant for
us and can be made available to the adversary. The stealth key is
now computed by swapping the nonces and the Diffie-Hellman
shares, i.e., using nonces N\ « g* and N¢ « g¥ and key shares

g%« Embdgslé(Nc) and gb — Embdgsz(NS) with Diffie-Hellman
key g“b. Run the signature steps and the key derivation steps as in
the original protocol for these swapped values.

Since we give a reduction for our stealth version to TLS 1.3 di-
rectly, we do not detail the multiple key derivation steps in the
protocol. Instead, we represent them abstractly as a key derivation
function KDF(’ derive’,IKM, context), applied in a certain deriva-
tion context ’derive’ for intermediate keying material IKM (in our
setting, a Diffie-Hellman value) and context information, namely
the transcript hash over all previously exchanged communication
data. In TLS 1.3 this key derivation is implemented via nested exe-
cutions of the HKDF key derivation function.

For the desciption of security game it remains to specify the
session identifier and the admissible auxiliary input aux. As in [24]
the session identifier is given by the communication transcript,

sid = (CH, CKS, SH, SKS, [ SCERT, 5], SFIN, [CCERT, o], CFIN),

containing the authentication data if the parties authenticate.

For the auxiliary information we demand that aux = (eph, sk)
contains the ephemeral Diffie-Hellman secret x € Zg to be used, as
well as the long-term signing key sk of the party if authentication is
required and Init is called with party # * (else sk = L is admissible).
We also require that secret keys are uniquely determined given the
public key, and that the correctness of the secret key can be checked
efficiently. This holds for example for the ECDSA algorithm or the
RSA-PSS algorithm (if the secret key is given in the factorization-
based representation), and assuming the collision resistance of the
deployed hash function, also for EDIDSA. All these algorithms are
proposed by TLS 1.3 as admissible signature algorithms [50]. We let
the protocol immediately abort if the input aux contains improper
values in this regard. If the data are sound then the party can execute
the protocol entirely with these given cryptographic values.

4.2 Embedding

We briefly discuss one option for the embedding algorithm Embd
here. It closely follows the Elligator 2 approach in [8]. This embed-
ding can be applied for instance to Curve25519 [7] which is one of
the elliptic curve options in TLS 1.3 [50]. Other options exist, such
as Elligator 1. Abstractly we need that the random mapping Embd
maps a large portion of the elliptic curve points to a string which
is statistically close to a uniform string. We denote by A7, | the
statistical distance to uniformly distributed n-bit strings.
Curve25519 is the elliptic curve y? = x> + Ax? + Bx mod g for
A = 486662, B = 1, and prime q = 2%5° — 19. For this curve Bernstein
et al. [8] design an injective mapping 1 : S — E(Fg) from a set S
of strings to the elliptic curve. Here the set S can be described by
a standard encoding o of bit strings of length b = |logq| = 254
into elements from Fg, namely, o(xo ... xp_1) = X x;2'. We assume
that each string is encoded with leading 0’s to consist of exactly b
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bits. Now S is defined as S = = 1({0,1, ..., (g — 1)/2}). Note that by
the choice of g these are all bit strings of length 254, except for a
negligible subset.

Given S and o, one can define the embedding  : Fy — E(Fg) as
follows. Let u be a non-square in Fy (like u = 2 for Curve25519) and
+/ be a square-root function over Fy (e.g., taking the element from 0
to (q—1)/2 for the two roots a, —a for some a?). Let y : Fq — {%1,0}
defined as y(a) = a9=Y/2 indicate if a is zero (x(a) = 0), a non-zero
square (y(a) = 1), or a non-square (y(a) = —1). Forany r € Fc; set

0 — —A/(1+ur), € — y(© + Av® + Bo),

x —ev—(1-€)A/2,y « —eVx3 + Ax? + Bx.

Then /(r) = (x, y) describes the curve point for r. One additionally
sets /(0) = (0, 0) such that ¢ is now defined over Fg.

Set 1 := i) o 0. For the inverse /™1 : /(Fq) — Fgq define , [F,ZI as

the set of preimages of squares under 4/, and

Vo G+ Ay e |72
V=G A)jux) y¢ \/@ ’

1

v y) «

This also defines the inverse 1! := ¢~1 o /1. Note that since 1 is
injective around half of the elliptic curve points have a preimage
under iy. Hence, when picking an elliptic curve point we need on
the average two attempts to find a point in the range of .

For our application to stealth TLS we are not entirely done yet.
Recall that ¢ maps 254-bit strings to elliptic curve points such that,
when applying ! to a suitable random curve point P, we get
an almost uniform 254-bit string. Our algorithm Embdase(P) now
simply computes 1~ !(P) and appends two random high-order bits.
The (deterministic) inverse Embd2_516(s) drops these two bits and
applies i to the remaining string.

As pointed out in [8] the sampling via 1~ and thus via Embdasg
is statistically close to uniform. This is due to the fact that the order
of the field is 225° — 19 and thus (q+1)/2 very close to 2234, Another
point is that the actual Curve25519 works in a prime order subgroup
(with cofactor 8), such that extra care must be taken to hide public
keys in strings if using the genuine Curve25519 algorithms. One
option is then to use a base point generating the full group instead,
the other option is to add a low-order point to the Curve25519 point.
See Loup Valliant’s page elligator.org for more implementation
details. Let us point out that the deployment of the embedding
may introduce timing-based side channels. Since the embedding is
computationally more expensive than simply picking nonces, this
may reveal if the party runs in stealth mode via time measurements.
We neglect this issue here since previous analyses of TLS 1.3 did
not consider such side channels or randomness leakage either.

4.3 Advanced Security Features

As explained, our goal is not to re-prove TLS security, but instead
to give a reduction from the indistinguishability our stealth variant
to the key secrecy of the regular version of TLS. By construction,
the stealth key computation can be thought of as a TLS version in
which we swap the nonce and curve point for deriving the key. It
is therefore natural to define a swapped version of TLS, denoted
swTLS 1.3, which already includes the exchange of the two values
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for computing the key. Our security proof will then use a reduction
to the regular TLS 1.3 protocol for attacking the session key, and to
the swapped version swTLS 1.3 for attacking the stealth key. Both
protocols are required to provide key secrecy against adversary
which can determine nonces.

Key Indistinguishability against Nonce-Setting Adversaries. The
first requirement, for both TLS 1.3 and swTLS 1.3, says that key
secrecy still holds if we let the adversary determine the nonce
value in executions of the honest parties. This appears to be a
reasonable assumption in light of previous results about TLS 1.3.
That is, Dowling et al. [24] do not make any assumptions about the
nonces in the key secrecy proof (but only for session matching).
Davis and Guinther [17] only require that the pair of nonce and
ephemeral group element is unique in their tight key secrecy proof.
If we let the adversary determine the nonce then the minor term
for collisions in their security bound decreases from S? - 272% . Cll

to S2- (l] for the number S of executions. Only the result by Diemert
and Jager [22] in their tightness result about key secrecy uses that
the nonces are unique.

Formally, we need to specify how an adversary 8 can interact
with the standard TLS protocol, and here we mean our stealth TLS
protocol in mode regular (with the intermediate keys being imme-
diately exposed). Adversary B is also allowed to choose nonces.
The experiment is almost identical to our model for stealth attacks,
with two exceptions:

e Init, Reveal, and Test do not take an additional input mode
(since TLS 1.3 only runs in regular mode).

o Init does not take the optional aux input. Instead, it takes an
optional nonce input which the session owner then uses as
a nonce in the protocol execution. The stipulation here is
that B never chooses the same value nonce twice.

We note that formally we can subsume the changes under our model
by always requiring mode = regular for each oracle call and session,
and by interpreting the optional aux as the optional nonce input.

The latter is admissible because it depends on the protocol what to
Secrecy-NS

AJILKGen, U
(NS for nonce setting) for the adversary winning this experiment

in predicting the challenge bit b and obeying the other restrictions.

do with this input, if present. We accordingly write Exp

The Swapped TLS Protocol. We next discuss the swTLS 1.3 variant
and its security. In this variant we exchange the nonce in the hello
messages with the key share value in all subsequent evaluations
of the signature algorithm and the key derivation function. In our
presentation of the core protocol messages where the hello message
only consists of the nonce:

CH|CKS|SH|SKS > CKS|CH|SKS|SH

in all applications of KDF and of Sign. Again, strictly speaking
the key shares are part of the hello messages. According to that
terminology we exchange the key share entry with the nonce entry
in the hello messages. We leave all other steps unchanged, including
also session identifiers.

We note that we do not require TLS 1.3 to be secure in the original
and in the swapped order simultaneously. Indeed, this infringes with
any of the known proofs in [17, 22, 24] which require the input
to the signature to be unique, whereas adaptive swapping could
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easily violate this. We only require that both TLS 1.3 and swTLS 1.3
are individually secure according to the nonce-setting key secrecy
experiment above.

Once more, consulting [17, 24], the security proofs show key
secrecy (in the nonce-setting scenario) for swTLS 1.3 as well, as-
suming the hardness of the underlying Diffie-Hellman problem and
security of the deployed cryptographic primitives. The reason is
that these proofs rely on abstract collision-resistance of the hash
function for the transcript hash used in key derivation and signing.
Since (bijectively) changing the order of the inputs does not infringe
with collision resistance, these results also show security of the
swapped version.

Another property of swTLS 1.3 we require is that we are also
able to swap nonce values nonce with elliptic curve points Z in
the hello messages. For this we extract the nonce-embedded point
Embd;,}(nonce) again, and vice versa interpret the point Z as a
256-bit nonce value. The latter is possible by assumption about
the deployed group and holds for instance for Curve25519. This
swapping has the effect that we now work with a Diffie-Hellman
problem over “embeddable” points only. Nevertheless, it is reason-
able to assume for Curve25519 and Elligator 2 that the problem is
still hard, since half of the points allow for such an embedding.

5 SECURITY PROOF OF STEALTH TLS 1.3

We present here the security statements for our stealth protocol.
We note that correctness of sTealS holds obviously. If two parties
faithfully execute the protocol, then they obtain the same session
identifier. With the session matching property below it follows that
they also have the same session and stealth keys then.

The first property is session matching. The proof follows the
approaches for the original TLS 1.3 protocol closely and can be
found in the full version [26].

PROPOSITION 5.1. Let sTeal S be the stealth TLS 1.3 protocol (for
a set of users U and key generation algorithm KGen). Then for any
adversary A initializing at most S sessions we have

atch
Pr [Gameg[

1
2 -n n
,sTeal S,KGen,U <5 a "2 +5-A

Embd’
where n = 256 is the nonce length, q is the size of the underlying
elliptic curve, and AT is the statistical distance from uniform for

Embd
the embedding algorithm in sTealS.

The quadratic term originates from the collision bound, and the
term S - Af_, , from the fact that in stealth mode we are not using
uniformly distributed nonces but embedded values instead.

The indistinguishability proof is more elaborate. Recall that we
reduce the security of the stealth protocol to the security of TLS 1.3
resp. swTLS 1.3 in the nonce-setting scenario. For the theorem’s
statement it is convenient to denote by

1

1
2

Adv*

ATLKGen U = ET

X —_
EXP o 11 kGen 1t =

the advantage over the guessing probability for any type of experi-
ment.

THEOREM 5.2. For any key generation KGen algorithm and and
user set U, and any adversary A initializing at most S sessions, there
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exist adversaries B and C (with roughly the same efficiency as A)
such that

nd
Adv[ﬂ,sTeaLS,KGen,’Ll

<25 (Adeecrecy-NS

n
B,7LS 1.3KGen, U +5-A

Secrecy-NS
+ Adv ) Embd

C,swTLS 1.3KGen, YU

where n = 256, q is the order of the group, and Al | | is the statistical

distance from uniform for the embedding algorithm in sTeal$5.

Once more, the proof can be found in the full version [26]. The
idea is to restrict the adversary to a single Test query and guess
the tested session and its type, regular or stealth, in advance. This
can be done with a standard reduction, introducing a factor 2S5 in
the security bound. Then we either give a reduction B against the
original TLS protocol (if the tested session is of type regular) or
a reduction C against the swapped version (if the type is stealth).
The additional term S - Al | | comes from the statistical distance
of the embedding.

6 INTEGRATION INTO THE TLS 1.3 RECORD
PROTOCOL

In this section we describe how one can use the stealth key ex-
change to derive a sanitizable channel. The full description of the
construction of the sanitizable channel and the security proofs can
be found in the full version [26]. In this overview we only describe a
sanitizable version of the TLS 1.3 record layer in which the sanitizer
has partly access to designated parts of the record protocol data.

Key Establishment. We assume that the sender and the receiver
have executed the TLS 1.3 key exchange protocol. The two parties
have used the stealth mode to generate a stealth key stkey in ad-
dition to the session key chkey. This is done in such a way that
the sanitizer also knows this key chkey (but the sanitizer remains
oblivious about the stealth key). One option was to let the receiver
securely pass the session key to the sanitizer upon establishment,
albeit this appears to be very inconvenient in the firewall setting.
An alternative is to let the sanitizer provide the ephemeral secret of
the receiver in the key exchange step, being able to compute chkey
from the transcript of communication. This requires the sanitizer
to either communicate with the receiver while the key exchange
protocol runs, or by sharing a local key with the receiver from
which the ephemeral secret is derived. Alternatively, the receiver
may re-use a sanitizer-provided ephemeral secret in multiple exe-
cutions. In fact, this corresponds to the static Diffie-Hellman share
solution for TLS 1.3 [30]. The disadvantage in the latter case is that
this solution infringes with forward secrecy (yet, forward secrecy
in the stealth part of the connection is still preserved).

TLS 1.3 Record Protocol. We note that the key in TLS 1.3 consists
of the actual encryption and decryption key and a random offset,
called client_write_iv resp. server_write_iv in TLS, depend-
ing on the direction of communication. In this sense it is understood
that our derived keys chkey and stkey both contain such a random
offset.

The key and the offset are used to encrypt the payload message m
in the TLS 1.3 record protocol via a scheme for authenticated encryp-
tion with associated data (AEAD) [51] as ¢ «<— AEEnc(key, offset @
stg, AD, m). Here, offset @ stg is used as a nonce for the AEAD
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scheme and stg is a counter (the state of the sender), incremented
with each sent ciphertext. The associated data in TLS 1.3 are given
by the constant ContentType opaque_type = application_data
(which equals 23), followed by the constant ProtocolVersion
legacy_record_version = 0x0303, followed by the (expected)
length of the ciphertext in bytes. The latter can be derived from the
length of the input message m for the suggested AEAD schemes.
To decrypt the receiver calls m < AEDec(key, offset & stp, AD, m)
where sty is the current counter value of the receiver (incremented,
too, after successful decryption) and AD is given by the constants
and ciphertext length as for encryption.

Partly Accessible Channel. We can now proceed as follows to
build the stealth channel. Recall that sender, receiver, and sanitizer
all share the session key chkey (including the offset choffset), but
only sender and receiver know the stealth key stkey (with its own
offset stoffset). We assume that we have a message part mgec which
should be sent confidentially between sender and receiver, and a
part mpj,in which should only be accessible by the sanitizer (but
not to outsiders). We now use a nested encryption, encrypting the
msec-part under the stealth key and then the derived ciphertext
together with mp[,i, under the channel key:

csec < AEEnc(stkey, stoffset @ stg, AD, msec)
¢ « AEEnc(chkey, choffset @ stg, AD’, (csecs Mplain))

Here AD and AD’ are the corresponding associated data.

We note that, with this construction, the sanitizer may alter the
Mplain-part. If we want to give read-only access to the message
part, then we put mp,in into the associated data (AD, mpj,in) in the
inner encryption. Since the associated data are authenticated via
the stealth key stkey, the sanitizer cannot modify m|i, without
the receiver detecting modifications of mp|,jn. In fact, this means we
rather put the accessible part in m,yt, and leave my,i, empty, ac-
cording to the terminology of message parts in sanitizable channels
as described in the full version [26]. .

The sender then transmits c. The receiver and the sanitizer can
individually recover (csec, Mplain) With the help of chkey. The san-
itizer can check the information in my|ain, but only the receiver
is able to also recover the message mgec from csec with the help
of stkey. If mpjain is part of the associated data in csec, then the
receiver can also check its integrity. We note that outsiders, which
do not know chkey, cannot access either of the two parts.

There are two things to consider regarding the length of the
nested ciphertext c. First note that, compared to subliminal commu-
nication, an outsider can observe that ciphertexts in this version are
longer than when using the original record protocol. As explained
in the introducton, we do not aim to hide this fact. Secondly, TLS 1.3
sets an upper bound of 214 + 256 bytes for the length of ciphertexts,
requiring that input messages are of at most 214 bytes (or else need
to be fragmented) [50]. This needs to be taken into account with
the ciphertext expansion due to the double encryption here. Indeed,
we need to make sure that the combined length of (csec, Mplain) is
at most 2! bytes, resulting in an overall bound of 2! — 256 for
Msec and myain and possibly further fragmentations. Let us stress
once more that our goal is not to hide the fact that we are using
the stealth channel. If this is obeyed, then c is a perfectly legitimate
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TLS 1.3 record protocol ciphertext which supports read-only access
for the sanitizer.

7 TOWARDS INTEGRATION INTO INTRUSION
DETECTION SYSTEMS

In this section we describe how one can use our sanitizable chan-
nels in combination with a network intrusion detection and pre-
vention system like the well-known open-source system Snort
(https://www.snort.org/). We assume that the keys have already
been established, as described in Section 6 about setting up the san-
itizable channel. The reader may for now think of the intrusion
detection system using a static Diffie-Hellman key which the re-
ceiver obtains when logging into the local network, and which is
then used in the stealth key exchange step to establish the channel
key (accessible also by the intrusion detection system). The stealth
key is only available to the sender and receiver.

Snort in version 3 comes with a set of 4, 031 predefined rules,
called the Community Ruleset. This set is updated frequently, we
refer here to the one of February 6th, 2023. The rules allow to
detect malicious network behavior of various types. As an example,
consider the rule with identifier sid 26261 for detecting potential
phishing attacks (parts omitted for readability):

alert tcp $EXTERNAL_NET $HTTP_PORTS -> $HOME_NET any ( msg: <=
"MALWARE-OTHER Fake postal receipt HTTP Response phishing attack"; <
flow:to_client,established; http_header; content: «—

"|13B 20|filename=Postal-Receipt.zip|@D @A|",fast_pattern,nocase; <

. classtype:trojan-activity; sid:26261; rev:3; )

The rule checks if the incoming network traffic on HTTP ports
contains suspicious file names in the HTTP header. The HTTP
header contains meta-information about the actual HTTP content
and the sending party. In secured HTTPS connections the header
is also encrypted and thus inaccessible to an intrusion detection
system like Snort.

With our sanitizable channel protocol, combined with the stealth
key exchange, we could give Snort as the sanitizer access to the
HTTP header information (and similar meta-data such as the HTTP
status code and URI) by placing this information into the mpj,in-
part , protected under the channel key chkey shared also with
the sanitizer. We put the HTTP content into the inner mgec-part,
protected by the outer channel key chkey as well as the inner stealth
key stkey only known by the sender and receiver (see Figure 2).
Then Snort can access the header information and apply qualified
rules, whereas the actual HTTP content remains hidden from Snort.
From the outside, the communication still appears to be a valid
HTTPS resp. TLS connection, integrating smoothly into existing
network environments.

To estimate the usefulness we note that the Community Ruleset
currently lists roughly half of the rules with reference to HTTP
fields http_= (altogether 2,011 rules). Of this set, 470 rules use the
http_header field and noreference to the body http_client_body.
If we also grant Snort access to other HTTP data such as the URI
in outgoing traffic via the http_uri flag, or the http_cookie flag
for Cookie header information, then the coverage increases signif-
icantly. Among the Community Ruleset, 1, 776 rules include one
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of the http_= fields without listing http_client_body. These are
44% of all rules and 88% of all HTTP-related rules.

The solution still comes with some inconveniences, though. First
of all, one carefully needs to evaluate if revealing the HTTP infor-
mation to Snort is admissible. Secondly, scanning the content is
still not possible. Third, HTTPS currently does not differentiate
between confidentiality levels for the HTTP parts and one would
thus need to change the protocol in order to accommodate the
specification of different confidentiality levels for data.

8 CONCLUSION

Our results show that, with some extra effort, existing crypto-
graphic mechanisms can be enhanced to enable further features.
As for the overhead, we note that we did some initial experiments
for the stealth key exchange on commodity hardware. The compu-
tational costs in our experiments went up by roughly a factor 2.5
compared to the plain TLS 1.3 handshake protocol. This matches
the expected overhead from theory, since one runs roughly two TLS
key exchanges, plus Elligator needs two attempts to find a suitable
point on the average, plus inversion time for the embedding. Based
on the results in [45] about using post-quantum primitives in TLS
connections for various network settings, it is plausible that the
common network latency will also level out the slowdown due to
our stealth computations.

We stress again that the changes to achieve stealthiness in TLS 1.3
require protocol modifications at the end points but not on the net-
work layer. That is, the protocol is fully compatible with common
TLS 1.3 network traffic. Still, integrating the sanitizable channel to
enable HTTPS scanning as explained in Section 7 asks for modifi-
cations on the application-channel interface, for both the HTTPS
part—semantically labeling header and body data— as well as on
the TLS channel side, processing the different inputs parts accord-
ingly. This certainly poses further engineering challenges. It is,
however, beyond our cryptographic treatment here, showing that a
graceful access, being fully under control of the sending party, is
cryptographically possible.

An interesting prospect in light of stealth channels is the planned
deployment of TLS hybrid key exchange protocols, as discussed
for example by the IETF [54]. In such a hybrid solution one runs
a classical key exchange protocol, e.g., based on Diffie-Hellman,
together with a quantum-resistant one, e.g., based on Kyber as
suggested in [54]. In this case the design would already generate
two keys, and for the common cases one could now implement a
stealth version within the given system. For this one either uses
the Diffie-Hellman part, either generating a known secret key x by
sending g*, or refraining from doing so by sending Embd~!(nonce)
instead. Alternatively, one could also use the post-quantum part for
the same purpose. The latter is possible since Kyber provides strong
pseudorandomness under chosen-ciphertext attacks (SPR-CCA)
[41], meaning that outsiders cannot distinguish actual ciphertexts
from random strings.? In other words, a sender could deny to be
able to compute the shared key in the classical or the quantum-
secure part of the protocol. However, as opposed to our solution
here which preserves security of the original protocol, the sketched

3 Another interesting feature in the Kyber case is that the receiver may actually become
aware of the sender’s choice by trying to decrypt.
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chkey

HTTP/1.1 200 OK
Date: ..

chkey stkey

Server: ..
 —
HTTP/1.1 200 OK HTTP/1.1 200 OK HTTP/1.1 200 OK
Date: .. Date: .. Date: ..
Server: .. Server: .. Server: ..
header (+alert)
content
<html> <html> <html>
stkey
</html> </html> a </html>
chkey

Figure 2: IDS checking HTTP header information in sanitizable channel.

hybrid solution would actually degrade security, although starting
from a higher level. That is, the resulting scheme would only be
classically secure or be post-quantum secure when using only one
key, but would fail to give fallback security—which is the original
idea of using hybrid schemes.
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